
An Empirical Analysis of Android Banking Malware
Andi Fitriah A.Kadir, Natalia Stakhanova, Ali A.Ghorbani

Faculty of Computer Science, University of New Brunswick

ABSTRACT
In general, any financial operation on the mobile platform potentially exposes a user to a variety of threats including data leakage, theft and financial loss. Driven by 
financial profits, banking malware leverages user’s cluelessness, openness of mobile platforms, and a lack of security measures. In this work, we aim to give insight 
into mobile banking malware and explore unique characteristics of its communication patterns. Given popularity of Android platform, in this work we focus on Android 
banking malware detected since the first appearance of Android platform in 2008. Through static and dynamic analysis combined with visualization, we analyze 
patterns of benign and malicious URLs employed by malware, their common characteristics, encoding trends, and the relationships with other types of malware. 
Through our study, we reveal methods (e.g., hidden encryption techniques) currently adopted by attackers to avoid detection. As a part of this study, we compile and 
offer to the research community a dataset containing 973 samples representing 10 Android banking malware families. 
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Source: Data collected from Kaspersky reports 
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Source:Fortinet report (2014)

Then...

Now...

Capturing authentication 
information to access 
online financial instituitions

● Can capture SMS 
messages and record 
videos of user's screen 
while log in.

● TAN theft, botnet 
attacks, information 
stealing, etc

● Behavioral analysis
● Machine learning 
● Network forensics
● Agent-based detection
● User-level monitoring
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(Mobile malware in general)

Table 1: Overview of the collected data

Analyzing the characteristics 

2 factors that should be taken into 

account when developing techniques 
for Android banking malware detection              2. Evolution of Android banking malware (become sophisticated over time)

1. Behavioral similarity of Android banking malware (DGA, encryption, URLs)

● 20% are malicious (Virus Total)
● 7% match with Android botnet URLs
● 1% match with benign banking URLs

Analyzing the URLs (2 027 unique URLs)

Fig 4: Android Banking Malware Characteristics
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Fig 5: Static vs. Dynamic relationships

Fig 6: Examples of sharing obfuscation methods

Fig 7: Examples of sharing encryption algorithms

Fig 8: Overview of URL category


	Slide 1

